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Growing Privacy Incidents & Risks 

in Canada
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Windows  Servers, Unix       Single Sign On, PeopleSoft             VPN

Healthcare information systems and applications

Reactionary investigations

Delayed, inconsistent incident discovery

Manual, time consuming processes

Audit logs in stove pipes

Mission

Impossible
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Automates compliance processes
PIPEDA, Provincial Personal Health Information Acts

Streamlines incident 
investigation & reporting

Proactive alerting with filtering

Dozens of EHRs supported out-of-the-box

Out-of-the-box, in-production, massive scale

Privacy  Monitoring Solutions

Trust but Verify®

http://laws.justice.gc.ca/en/p-8.6/93196.html
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• Risk reduction by detecting, deterring EHR misuse as well 

as automating compliance processes

• Automation of Privacy Auditing / Compliance Processes

– PIPEDA, Provincial Personal Health Information Acts 

– Top privacy offenders by individual identified

– Top privacy offenders by department identified

– All departments receive education on policies & capabilities

• Large ROI - 10X reduction in privacy audit review time

– Reviews reduced from 5 days / week to ½ day / week

– Personnel re-focused on training, education, research

– Personnel re-focused on upcoming security projects

Benefits of Privacy 

Surveillance
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Entity–wide Privacy Plan

Written

Privacy

Policies

Privacy

Surveillance

Privacy

Training

Sanction

Process

Trust but Verify®

Re-enforced Culture of Privacy & Compliance
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