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rc on de la vie privée des
patients

Notre mission est de proteger la
confidentialité des données de santée
a caractere personnel
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La solution de FairWarninge pour la

protection de la vie privee du patient

v Atteinte a |l a vie privee du patient par | utilisatio
personnel

v Tracabilité des accesetdastionssur | es applications métiers (méedical e
| " établi ssement : détection par analyse comportement a

v Faciliter | es enquétes sur I’attL§
patients, la gestion de preuves, les risques de divulgation

FAIRWARNING

pour plus de 200 scénarios d’ atte
e ou médical e

v Automati sation des rapports d’  audits réglementaires

v I ntégration de plus de 100 applications di sponi bl e i
maison via les sources de logs

v Application disponible cléen-main en mode «appliance» garantissant la tenue a la charge (volume et temps de
réponse)

v Brevet déposé « System &method of fraud & misusedetection usingevents logs»
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Exemplesie cadres

reglementairesn Europe

v Union Européenne- Directive 95/46/CEsur la protection despersonnesphysiques a
| * e duraitdment desdonneesa caracterepersonnel. Documenpublie’en 2007 par le
Groupede Travail Article 29 de la directive 95/46/Ciar le traitement des données a
caractere personnel relatives a la santé contenues dans les dossiers medicaux
électroniques.

v GrandeBretagne— Data Protection Act 1998, Information Commission@aldicott
Guardiandansles établissements

v France-Décretde confidentialité de mai 2007 (standby)Attente de la publication de la
politique généralede securitedessystemesd ' 1 n f ‘0 demsanté (PG8SI) par’ AS 1|1 P

v PaysBas—Publication en 2010 de laorme NEN 7513 (Health informaticd.ogging
Recording actions on electronic patients data record).

)\

Suede- Loisurlesdonnéesrelatives au patient (2008:355Patient Data Act)

)\

Italie — Directiveémisepar| ' a u tdeoprofedtién desdonnéesa caracterepersonnelsur
les dossiersnédicauxen aout 2009.
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HealthData

Management
Hospital Defends Breach Notification

Decision
HDM Breaking News, November 1, 2010
Health Data Management Magazine, 11/01/2010
South Shore Hospital in South Weymouth, Mass., is
defending its decision to not personally notify....

FBI looking at UMC recordsak

LasVegas, NAgent says ‘multiple
might have beerviolated.
HDM Breaking News, November 1, 2010

The EBI said Friday it may investigate a breach of

patient privacy laws at University Medical Center,
where hospital officials are reeling with the realization

that at least one of their employees has leaked
confidential names, birth dates and Social Security
numbers

YORKSHIRE POST

HULL MAN GUILTY OF SNOOPING ON
HUNDREDS OF MEDICAL RECORDS

Published Date: 16 September 2010

A Hull man has been given a suspended sentence for
looking at hundreds of women's medical records. Dale
Trever, 22, was working for Hull Primary Care Trust as a
"care data quality facilitator" when he accessed medical
records of 413 female patients. The court was told he
accessed records 597 times. He started his snooping

when ...
2010 © FairWarning, Inc. — Private and Confidential
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OCR Patient Data Breach List Hits Milestone
Dom Nicastro, for HealthLeaders Media, January 24, 2011
The number of entities reporting breaches of unsecured protected health information (PHI)
affecting 500 or more individuals has hit 225. The web site was born out of HITECH and has been
live since February 2010.

Theft ring broken up in Florida hospital breach
November 11, 2010|By Bob LaMendola, Sun Sentinel
i o Ralicehave, broken.up an identity theft ring that breached emergency room files at Holy Cross

Hospital in Florida to steal Social Security numbers and personal details of about 1,500 patients.
-
] SunSentinel

HURENGTON  N-Y.man is charged with stealing identities from pediatric
POST cancer centers, hospitals

JANUARY 24, 2011 Published: Tuesday, August 10, 2010, 7:17 P

€ authorities say, Steven Nelson took a particularly pernicious tack: targeting
children with cancer. The 29-year-old former tax preparer from the Bronx is
charged in federal court in Newark with using Social Security numbers and
other information stolen from New York City hospitals, doctors’ offices and

pediatric cancer centers to submit more than 100 false returns.

3 UMC staffers, another worker fired for violating patient
privacy
TUCSON, AZ (KOLD) - University Medical Center says three employees and one

contracted nurse have been fired for inappropriately accessing confidential
electronic medical records in V|olat|o ARNING
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Exempl es doAl ert e
Confidentialitée et de Conformité

Détection Risques de @8 Détection Enquétes
Vol dol de doOAEspi onn Réglementaires & Audits

* Acces séquentiel aux dossiers « Scénarios VIP = o
. Patient individuel
_ ) _ « Espionnage sur les membres de la Utilisateur individuel
*Seuils doacc ™ s auxfadipessi er s Prlolfséiseigrrllnnellc\j“e ::nté
* Seuils de dossiers ImprlméS *E s p l onna ge doée mp | o -yc@g)r?suneanr}/SBuaS_r%rg_itant
_ _ o que patients lexterne
* Dossiers de patients decédes
* Espionnage de collégues, de f
- Dossiers de patients sortis cadres * Recherche aléatoire sur les

patients ou les soignants

*Changement doadr es Sgpjonnage de voisins

«é

« Comptabilité hors département, «Auto examen
acces a la facturation

_ o *Bris de glace
* Connexions expirées

. - ’, ° é
« Connexions simultanées
* Changements coordonnées FAIRW%
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Supportcle-en-main de plus de 100 applications et

Intégration de sourcesd
contextuelles
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Suites majeures
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Empowering Healthcare All Together
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Autres applications

Information Utilisateur et Patientprovenantde plusieursapplications

+ 1AM + SSO + RH

ELLSOFT

Nouvelle application ou
Appli maison ajoutée en 24h

FairWarning®
Utilisateurs

PeopIeSoft
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Incidentsdétectéspar FairWarning

pouvant étre transmis
a un SIEM pour
une tracabilité de bout en bout

nitrosecurity
ArcSight<t @ netforensics
- ,S}'Inantec_



Exemple - Architecture Systeme

AGFA, Cerner, GE, )
Epic, Siemens, I-SOFT, STAR Audit,
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FairWarning®

- Utilisateurs

FAIRWARNING. RS FairWarning®
oo S o Admin

~

v‘-’ » Acces utilisateur par navigateur web

A *Gestion dbébacc s d®finis par rtle il [g57 MEWITEIENS Wisie

» Acces par shell en option

| A L

» Confidentialité, risque, sécurité

\

AAc ¢~ s applianced via VPN
A Administration FairWarning ®
A Optimisation

A Support & Maintenance
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